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import java.net.URLEncoder;

/%%
* S PEARE TR THE
*

*/



public class EncodeFilter {
/ /1 PRI html F7F
public static String encode(String input) {
if (input == null) {
return input;
}
StringBuilder sb = new StringBuilder (input. length()) ;
for (int i = 0, ¢ = input. length(); i < c; i++) {
char ch = input. charAt (i) ;
switch (ch) {
case & : sb.append(“&amp;”) ;
break;
case < : sh.append("&l1t;”);
break;
case > : sh.append(“&gt;”) ;
break;
case =77 : sh.append (“&quot;”) ;
break;
case ~\'’: sb.append ("&#x27;”) ;
break;
case '/ : sb.append ("&#x2F;”) ;
break;

default: sb.append(ch);

}

return sb. toString() ;

//js Uit P



public static String encodeFor]JS(String input) {
if (input == null) {

return input;

StringBuilder sb = new StringBuilder (input. length()) ;

for (int i = 0, ¢ = input. length(); i < c; i++) {

char ch = input. charAt (i) ;

b b

// do not encode alphanumeric characters and ’,’

if (ch >="a" && ch <=2 || ch > A" && ch <=7

ch >=’0 & ch <=9 ||
ch=="," || ch="." || ch="_") {
sb. append (ch) ;
} else {

String temp = Integer. toexString(ch);

// encode up to 256 with \\xHH
if (ch < 256) {
sh. append C \\' ). append C x’ ) ;
if (temp. length() = 1) {
sb. append (" 0" ) ;

}

sb. append (temp. toLowerCase ()) ;

// otherwise encode with \\uHHHH



I oelse {
sh. append C \\" ). appendC u’ ) ;
for (int j =0, d =4 - temp.length(); j < d;
j+) |
sb. append " 07) ;
}

sb. append (temp. toUpperCase()) ;

return sb. toString() ;

/%%
* css ARIEFRFILIE
* http://www. w3. org/TR/CSS21/syndata. html#escaped—-characters
*/
public static String encodeForCSS(String input) {
if (input == null) {

return input;

StringBuilder sb = new StringBuilder (input. length()) ;

for (int i = 0, ¢ = input. length(); i < c; i++) {

char ch = input. charAt (i) ;

// check for alphanumeric characters



if (ch >="a && ch <=2 || ch >>"A && ch <=7

ch>>"0 & ch <="9) {
sb. append (ch) ;
} else {

// return the hex and end in whitespace to

terminate

sb. append " \\ ). append (Integer. toHexString(ch)). append(C ’);
}
}

return sb. toString() ;

/%%

* URL Z4 w5

* http://en. wikipedia. org/wiki/Percent—encoding

*/

public static String encodeURIComponent (String input) {

return encodeURIComponent (input, “utf-87);

public static String encodeURIComponent (String input, String
encoding) {
if (input == null) {
return input;

}

String result;

try {



result = URLEncoder. encode (input, encoding) ;
} catch (Exception e) {

nn

result =

}

return result;

public static boolean isValidURL (String input) {
if (input == null || input.length() < 8) {
return false;
}
char ch0 = input. charAt (0);

if (ch0 =="h") {

if (input.charAt(l) ="t &&
input. charAt(2) == "t  &&
input. charAt (3) = "p’) {

char ch4 = input. charAt (4) ;

if (ch4 ==":") {
if (input.charAt(5) ="/ &&
input. charAt (6) == /") {

return isValidURLChar (input, 7);
} else {
return false;

}
} else if (ch4 =="5") {

if (input.charAt(5) = ":" &&
input. charAt (6) ==/ &&

input. charAt (7) == "/") {



return isValidURLChar (input, 8);
} else {

return false:

}
} else {
return false;

}
} else {

return false;

} else if (ch0 =="f") {

if ( input.charAt(l) ="t &&
input. charAt(2) == "p &&
input. charAt (3) = ":" &&
input. charAt(4) ="/ &&
input. charAt (5) =="/") {

return isValidURLChar (input, 6);
} else {

return false;

}

return false;

static boolean isValidURLChar (String url, int start) {

for (int i = start, c¢ = url.length(); i < c; i ++) {



char ch = url. charAt (i) ;
if (ch=""1]| ch="\") {

return false;

}

return true;



